Realtime ALL frequency
monitoring (NO bands), detects
any drone at any frequency!

Extremely high detection
range of up to 50 km

Ultra wide frequency range
(9KHz to 20GHz)

Realtime AI frequency
monitoring and DF including
height information

360A/90E degree full
dome coverage with
high tracking accuracy

All-in-one solution,
multi sensor support,
latest AI based software

Scalable for huge sites
and borders

Detects and tracks 3G,
4G and 5G drones

Locates drone swarms
and drone operators

Highlights

azimuth

elevation

AARTOS DDS
Anti-UAV system to monitor, detect and defeat unwanted drones
After four years of development,
introduced drone detection system – the
AARTOS DDS. The system is designed to detect
the intrusion of unwanted drones by using real
time directional measurements of the drone’s
electromagnetic
emissions
(including
its
remote control). It warns users of the DDS of
incoming drones and sends alerts.

Drones can be more than just a nuisance
The increasingly easy access to mini/micro UAVs
makes them a growing potential threat to national
and commercial security. Easy to produce, cheap to
buy, simple to fly, and hard to detect, commercially
and non-commercially
available drones are
among the most quickly
evolving technological
threats to military and
civilian interests. In the
US, a commercial drone
reportedly alarmed the
Secret Service in March
2015 when the UAV flew
too close to the President’s golf resort.

Drone Detector an be used anywhere
The drone detection system can be used virtually
anywhere. Typical use cases include the protection of boarders, events, residential areas, governmental facilities as well as commercial/industrial
sites such as nuclear plants. Available as a single-site or multiple-site solution, the system can
be adjusted to the characteristics of the respective terrain/area to be monitored.

Hardware
The drone detector is based on the IsoLOG 3D
antenna, a real-time spectrum analyzer (XFR V5 PRO,
RR or RF Command Center) and a special software
plug-in for the RTSA
Suite software. Combining all these elements allows for 24/7 monitoring
and recording with uninterrupted data streaming. The system saves
considerable measurement time, and is both
compact and flexible. It
can be set up at virtually any place you need to
surveil/protect.

Detection range
The system has no limitation with regard to its detection range. Usually, the detection range is the
same (or better) as the usable distance between
the operator and the drone, thus depending on the
transmitter power of the drone/its operator. Taking into account the various drone types and topography, this range can be up to 50 km or more.

Early detection
The AARTOS Drone Detector triggers an alarm as
soon as a remote control sends a signal, which is
even before the actual drone is airborne. Countermeasures can therefore be initiated at a much
earlier stage.
Integrated 3D ADS-B, FLARM and FANET
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Advantages of a radio communication solution
vantages compared to other methods such as radar, optical and acoustic detection:
•

•

•

Countermeasures
The system can be extended to include an automated, integrated jammer that can effectively prevent a drone from receiving RF contact/signals,
thus forcing it into fail-safe mode, e.g. to land or to
hover. The interference is extremely selective so
that other RF channels are not impaired.

The system can not be confused by other flying
objects such as birds, balloons or kites

The AARTOS Drone Detector already triggers an
alarm as soon as a remote control sends a
signal, hence even before the actual drone is
airborne. Countermeasures can therefore be
initiated at an early stage.
Since the AARTOS DDS detects both the
drone (via its downlink signals) and the corresponding remote control, the direction of both
can be immediately tracked. When two or
more systems are used, the exact position can
be de

Besides being highly selective, the jammer is extremely directional and only jams in the direction
of the incoming UAV.

AARTOS GIS: Unique real time 3D topographic view
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Drone detection is only as good as its mode(s) of display
Same Time 2D Top-Down & 3D View
-

-

3D Topographic View

Advanced 3D Model View

5

Jammer integration
Mobile
Manpack-Jammer

Covers

Automatic
Corner-Jammer (180°)

Covers

Automatic
Omni-Jammer (360°)

Covers

Jammer disclaimer
The AARTOS CMS (Counter-Measure Solutions) can only be sold to entities with proper government approval
for the deployment of jammers. Contact us for more information at
.
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Camera integration
Among the latest additions to the AARTOS
DDS is the optional Visual Detection System a fully integrated optical and thermal drone
detection solution, perfectly matched with the
RF detec-tion mechanisms of the AARTOS
Drone Detec-tion System.
This option enables the user to actually spot
de-tected drones, even from a long distance,
and identify potentially dangerous payloads
attached to the drone, such as explosives.
Should a drone switch to autonomous flying
mode whilst being tracked by our Visual
Detection Sys-tem then the tracking will continue
regardless.
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Radar integration

More than just drone detection
Using

a

sophisticated radar system, the
DDS can automatically determine and
display the exact position, flight direction,
altitude, speed and
-ry of the flight can
be tracked in realtime as a 3D model.
wing drones and propeller drones. When a flying
object/UAV enters the area designated for protection, a
.
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Customer Hardware Integration

Complete customization
-

System Versions
AARTOS DDS X3 (Mobile)

AARTOS DDS X5 (Base)
-

AARTOS DDS X7 (Advanced)

AARTOS DDS X9 (Ultra-Wideband)
-

-

-

-
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System versions

Scalable
When using the AARTOS DDS as a scalable grid
solution for drone and RF detection, we recommend placing the antenna + receiver combos
apart from each other at a reasonable distance,
thus ensuring the best and most comprehensive
coverage and detection. For the X5, we recommend a maximum distance of 1 km, for the X7 a
maximum distance of 2 km, and for the X9 a maximum distance of 3 km.
The GRID system can be conveniently remote
controlled from a central location.
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= Antenna + Receiver

= Surveillance Room

3D Tracking Antenna

Real-Time Spectrum Analyzer

The single-site solution is set up and ready to use within a few minutes. Based on a stationary or mobile spectrum
analyzer (e.g. the RF Command Center or the XFR V5 PRO, see also p. 12) as well as the 3D direction tracking
antenna IsoLOG 3D, this system is perfectly suited for the surveillance of smaller areas, e.g. a house or a prison.

Multi site solution
3D Tracking Antennas

Analyzers

Command Center

The multi-site solution consists of several antennas
(IsoLOG 3D) and analyzers (SPECTRAN V5 Rugged
Rack), all of which form one central monitoring PC
managing all systems simultaneously. The unique advantage of our multi-site solution lies within its capacity
to triangulate signals with very high tracking accuracy.

Due to its ability to combine an unlimited number
of receivers, the multi-site solution is best suited for
the protection of very large areas, such as industrial
plants, stadiums and government buildings.
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Portable Rugged Laptop Analyzer
-

Portable Command Center Analyzer

Portable Rugged 19” Rack

-

-

Stationary Cooled Outdoor 19” Rack

-
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Antenna versions
IsoLOG 3D 80

Tracking accuracy (line of sight): 4 to 6°

IsoLOG 3D 160

Tracking accuracy (line of sight): 1 to 3°

Frequency range

Frequency range

Additional options

Additional options
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Latest references
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International Airport Installations
AARTOS rollout for international airports worldwide

Over 300 additional installations planned in 2019/2020!

-
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